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Biometric (face) recognition

A. Identification B. Verification
Determine identity of an unknown person Verify claimed identity of a person
1-to-n matching 1-to-1 matching

“REStART  WISCONSIN @

« 85%.6325.5410.07 saoun D

(SANPLE
WAL E
TR T n
!
w :ll h res :ﬂ‘o %W

.,z, ..'&,llnp
f or . 1111/1955 “c-"-l aon M

wow NOME e )

.

(CelebA dataset) e (MUCT dataset)



P

i !

I
" -
.
.
ontent/uplc m ur 'IIance.jr@

https://lwww.secureidnews.com/wp-content/ s, - 4
uploads/2013/03/3m_autogate-300x259.jpg \ ”




|dentity John Doe

Age 65
Race Caucasian
Medical Healthy

SOFT BIOMETRIC ATTRIBUTES




Soft biometric attributes: iIssues and concerns

1.Identity theft: combining soft biometric info with publicly available data
2. Profiling: e.qg., gender/race based profiling

3. Ethics: extracting data without users’ consent
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Tech Giants Brace for Europe’s
New Data Privacy Rules

By SHEERA FRENKEL JAN. 28, 2018 o o Q c H

https://www.nytimes.com/2018/01/28/technology/europe-data-privacy-rules.html
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Goal: differential privacy

1. Perturb gender information
2. Ensure realistic face images

3. Retain biometric face recognition utility



Maximize the performance with respect to one classifier while

minimizing the performance of another.
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Autoencoder to
perturb image

P(X) =X

|V

Face matcher

Gender classifier
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General architecture of the semi-adversarial network
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Autoencoder Predictor
enc Pdec
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(Same attribute)

(Same/Opposite attribute)

Subnetwork Il




General architecture of the semi-adversarial network

Objective 2:
Subnetwork | Retain matching utility
—>  Auxiliary Genuine
Face Matcher VS.
Image ,
Encoder Decoder < I
» ]
X & Subnetwork Il
Input : :
Imgge Objective 1:
Convolutional Realistic images \q | Auxiliary Gender | - Male vs.
Autoencoder Predictor Female
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(Same attribute) (Same/Opposite attribute) Objective 3:

Confound gender




Semi-adversarial network

not-adversarial
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Objective 1:
Realistic images

\ Objective 3:
Confound gender
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Convolutional neural networks
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Convolutional neural network classifier
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General architecture of the semi-adversarial network

Objective 2:
Subnetwork | Retain matching utility
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“Trainable” part Pre-trained, detachable
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Subnetwork |
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Convolutional autoencoder
architecture

e e e e e e —~
~
// @1 \
/ Encoder Decoder Ml \
.................................. 1
{ : i} : @1 I
o i@ guiiom gus @ x .
: -2 oo e Jl S I
| o R :: : @131 s '
| : : \ x || @ |
: 2 : Proto- 7 — i I
I b5 » Combiner = e ) I
[ N . = |
I 2 ) i 2| P, or PorP :
| . R 2 - = "
I R R R R e R T PRSP LA Z X op :
| (X; P, |
Conv. Avg-Poolin
I Concatenated 9 9 I
'\ channels Leaky RelLU Nearest Neighb. 1



Gender classifier
architecture
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Subnetwork Il

Encoder Prototype
(Same attribute)

Face matcher
architecture

Convolutional
Autoencoder

Decoder Prototype I
(Same/Opposite attribute)
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Architecture described in “Parkhi O., Vedaldi M., Zisserman A., “Deep Face Recognition”, BMVC, 2015.
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Face matcher: Siamese network
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Face matcher: Siamese network
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Training a face matcher: Triplet loss

Anchor Positive

NS

Want encodings to be very similar
(small distance)

Anchor Negative

NS

Want encodings to be very different
(large distance)




Training a face matcher: Triplet loss

Anchor Positive Anchor Negative

d(A,P) < d(A,N)

IfCA) —fP)IZ < lIf (A —fFN) I3



Training a face matcher: Triplet loss

Anchor Positive Anchor Negative

d(A,P)+ a < d(4,N)

1f(A) —fPYIIE+ a < |If(A) —FWN) I3



Training a face matcher: Triplet loss

Anchor Positive Anchor Negative

d(A,P)+ a < d(4,N)

1f (A —fPNIz+ a < lIf(AD) —fFWIN) 13
If(A) = fPYIIZ+ a = lIf(A) —fIMIIZ <0



Training a face matcher: Triplet loss

Anchor Positive Anchor Negative

JCA,P,N) =max([lf(4A) —f(P) 5+ a = lf(A) —FINI3,0)



Training a face matcher: Triplet loss

Anchor Positive Anchor Negative

J(A,P,N) =max([lf(4A) —f(P) 5+ a g If(A) —FINI)0)

Side note: shortcoming off triplet loss
(as noted by Yann LeCun & Alfredo Canziani)




General architecture of the semi-adversarial network
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Cost function for semi-adversarial learning

224X224 N i)
1. Pixel-wise similarity term Jo(X, Xsm) = 21:1 MSE (X(l)»st(\z )
e Only used during the pre-training of the autoencoder
2. Loss term related gender attribute Jo (X, Xsm, Xop, ¥ f6) =
* Correctly predict gender of X', S(y, fc (XgM)) +
* Flip the gender prediction of X', 5(1 — v, fe (X(,)P))

3. Loss related to matching I (X, X ) = [|Fyg(Xag) — FM(X)||2



Visual results
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Visual results (improved)

Male: 99% Female: 98% Male: 97% Male: 100%

Female: 69% Male: 99% Female: 71% Female: 58%



Replace detachable parts for evaluation
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Datasets

Dataset Train | # Images | # Male | # Female
[1] | CelebA-train | yes 157,350 | 65,160 92,190
CelebA-test no 39,411 16,318 23,093
2] | MUCT no 3754 131 145
3] | LEW no 12,969 4205 1448
[4] | AR-face no 3286 76 60

[1] Liu, Ziwel, et al. "Deep learning face attributes in the wild."
Proceedings of the IEEE International Conference on Computer Vision. 2015.

[2] Milborrow, Stephen, John Morkel, and Fred Nicolls. "The MUCT landmarked face database."
Pattern Recognition Association of South Africa 201.0 (2010).

[3] Huang, Gary B., et al. Labeled faces in the wild: A database for studying face recognition in unconstrained environments.
Technical Report 07-49, University of Massachusetts, Amherst, 2007.

[4] Martinez, Aleix M. "The AR face database."
CVC Technical Report 24 (1998).



Male classified as Male

IntraFace gender classifier pertormance
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IntraFace gender classifier pertormance
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[1] A. Othman and A. Ross. Privacy of facial soft biometrics: Suppressing gender but retaining identity. In European Conference on
Computer Vision Workshop, pages 682—-696. Springer, 2014.
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Gender classifier accuracy

Software | Dataset Original | Perturbed
(before) | (after OP)
CelebA-test 19.7% 39.3%
IntraF MUCT 8.0% 39.2%
AHErace | Lew 33.4% | 72.5%
AR-face 16.9% 53.8%
CelebA-test 2.2% 13.6%
MUCT 5.1% 25.4%
G-COTS LFW 2.8% 18.8%
AR-face 9.3% 26.9%
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M-COTS face matcher
performance
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M-COTS face matcher accuracy

Original Perturbed

Dataset || porore) | (SM)  (NT)  (OP)

MUCT 99.88 % | 99.79% 99.57% 98.44%
LFW 90.29% | 90.02% 88.47% 83.45%
AR-face || 94.97% | 94.11% 91.95% 90.81%
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